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Introduction

The blockchain model has been gaining popularity since
2008, when the first electronic money protected through

As we delve deeper into the ‘Digital Age’, we witness

the cryptographic mechanisms (cryptocurrencies) was

an explosive growth in the volume, velocity, and variety

introduced. The first cryptocurrency to use a blockchain-

of data available on the Internet. For example, in 2012,

based approach was Bitcoin (Il-Kwon et al., 2014). These

about 2.5 quintillion bytes of data were created each

currency blockchain systems store the value attached

day. The data originated from multiple types of sources,

to a digital wallet—an electronic device (or software) that

including mobile devices, sensors, individual archives, social

allows realising electronic transactions.

networks, the Internet of Things, enterprises, cameras,
software logs, etc. Such ‘data explosions’ have raised one

Blockchain transactions are finalized through

of the most challenging research questions of the current

an authentication process, where the customer who

Information and Communication Technology (ICT) era: how

borrows virtual money creates a block of transactions. This

to effectively and optimally manage such large amounts

block is periodically updated and reflected in the electronic

of data and identify new ways to analyse them in order

money transaction details to share the latest transaction

to unlock information.

detail block (Armknecht et al., 2015).

Millions of financial transactions realised each day

Blockchain can be successfully utilised in diverse areas,

in today’s global market generate hundreds of petabytes

including the financial sector and the ICT computational

of sensitive heterogeneous data, which requires it to be

environment, such as computational clouds (Christidis

processed efficiently (stored, distributed, and indexed)

and Michael, 2016), (Huh et al., 2017). Cloud computing

in a way that does not compromise end-users’ Quality

gives application developers the ability to marshal virtually

of Service (QoS) in terms of data availability, data privacy,

infinite resources with an option to pay-per-use and

data search delay, data analysis delay, and the like. Many

as needed and does not require upfront investments

of the existing ICT systems that store, process, distribute,

in resources that may never be optimally used. Once

and index hundreds of petabytes of heterogeneous data

applications are hosted on cloud resources, users are

fall short of this challenge or simply do not exist yet. There

able to access them from anywhere, at any time, using

has been a paradigm shift in executing high-performance

devices ranging from mobile devices (smartphones, tablets)

large data applications from physical hardware- and

to desktop computers. The data centre cloud provides

software-enabled platforms managed locally, which should

virtual centralisation of applications, computing, and data.

be processed, analysed and stored in safe ICT environments.

While cloud computing optimises the use of resources,
it does not (yet) provide an effective solution for the secure

The main research challenge in the ICT support of the

hosting of large data applications (Singh et al., 2016).

financial markets is the development of a next generation
financial technology for a secure use of electronic

In this paper, we define the generic model and the main

currencies and a secure network technology for system

characteristics of the blockchain network. We present

user communication, as well as data processing and

it as a reference infrastructure, which can be easily

storage without the involvement of third parties. To deal

combined with other large-scale distributed computational

with the security aspects of financial virtual transactions,

environments. We briefly discuss the concept of integration

blockchain technology has been proposed. Blockchain can

of blockchain with cloud platforms in order to improve the

be defined as a public ledger network for secure online

security of data storage as well as resource, data and user

transactions with virtual currencies. Transaction records are

management in both environments.

encrypted by using cryptographic methods and executed
in a distributed computer network as blockchain software.
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Blockchain origins

Hashes

Blockchains can be defined as distributed digital ledgers

Cryptographic hash functions are the main component of the

of cryptographically signed transactions that are grouped

blockchain model. These functions are widely utilised for

into blocks. Each block is cryptographically linked to the

several use cases, e.g. encrypting the data present in a block.

previous one after validation and undergoing a consensus

Almost any input of any size (e.g., a picture or a text file) can

decision.” (Yaga et al., 2018) Thanks to encryption

be processed with the use of ‘hashing’. The main goal of the

technologies, the single point of failure caused

hashing method is to compute a ‘unique’ static-sized output,

by an authorised third party has been overcome when

i.e., a ‘message digest’. Every single change in the input

it comes to verifying the authenticity of transactions.

files may produce a totally different output message digest.
Furthermore, two inputs cannot result in the same output

The blockchain model leverages many features of the

(computationally), which means that hash algorithms are

‘Peer2Peer’ (P2P) model. This broker-free approach

‘collision resistant’ (second pre-image resistant).

enables users to not incur avoidable costs related to thirdparty centralised authorisation operations. In this model,

The fast-computing SHA–256 algorithm (Secure Hash

security standards are higher and transactions are

Algorithm with an output size of 256 bits) is a well-known and

committed faster as they are automatically accepted and

widely used algorithm supported by a majority of computing

saved by multiple agents. It makes it harder for hackers

nodes and utilised by a lot of blockchain-based models. The

to exploit vulnerabilities of the system, thus reducing

NIST Secure Hashing website (Dang, 2014) contains FIPS

costs of security-related tasks. Furthermore, transactions

specifications for all NIST-approved hashing algorithms. One

can be easily made public and open access.

of them, the SHA–256 algorithm, is specified in the Federal
Information Processing Standard (FIPS) 180–4 (Dang, 2014).

Figure 1 shows the basic components of the blockchain
P2P architecture. There are many variations of this basic

Ledgers

conceptual design, including other features, but the diagram
is a useful way to describe the way blockchains work.

Ledgers are composed of a set of transactions. Each node
has a local copy of this set of transactions, i.e., the ledger.
By the same token, a blockchain is usually composed
of a set of nodes. The exchange of goods and services
has been stored historically in analogue (pen-and-paper)
ledgers. With the adoption of new computing paradigms,
these analogue ledgers have been substituted with records
in large centralised databases. These records are generated
by a collection of users who entrust the operation of such
databases to ‘trusted’ external agents, which actually own
the data and ledgers. However, this centralized ledger
approach has some disadvantages which include:

•

The centralised agent is a single point of failure of the
whole system. This means that at least the owner needs
a backup system (or user) in case of loss or destruction.

Figure 1. Blockchain distributed architecture

•

Each committed transaction should be validated by the
central third-party agent. This means the validity of the
transactions are only backed by the owner whom all
users must trust.
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•

In the same way, all users must trust that this central
agent corroborates the completeness of the ledger,
since some transactions may be lost (purposefully
or due to failures upon reception).

However, it should be noted that a vast majority
of third-party ‘trusted’ agents and companies do backup
transactions, which is in their best interest and the interest
of their final users, validate the committed data, including
all valid transactions.

Blocks
Each of the nodes in the blockchain may receive candidate

Figure 2. Block generic model

transactions submitted by end-users. These transactions
are then propagated to other nodes in the working group

Each block typically consists of the following components:

network. This operation, however, does not actually save
the transaction in the blockchain. Subsequent to this
process, mining nodes need to add the aforementioned
transactions to the blockchain. Until then the committed
transactions wait in the ‘transaction pool’ (a queue).
As mentioned before, the mining nodes are responsible
for keeping the blockchain up-to-date by publishing
freshly committed blocks. This process performs the actual
operation of adding transactions to the blockchain. Thus,
a ‘block’ is composed of validated transactions. To this
end, the providers of transactions, who are shown in the
input values of each transaction, must cryptographically
sign the transaction to ensure its ‘legitimacy’, meaning that
each of them had access to the appropriate private key.
No blocks containing invalid transactions will be accepted
in the blockchain. To this aim, the rest of the mining
nodes in the network check the validity of each and every
transaction in the published block. Once a block is created,
it must be hashed. To this purpose, a 518 digest, which
represents the block, will be created. The immutability
of data is ensured by this method since even a change
in a single bit of the block would drastically change the
generated hash. In addition, a copy of the hash of every
block is shared among all the nodes in order to improve
security. This system prevents any change since every node
can check if the hash matches.

•
•
•
•
•
•
•

The block number, also known as ‘block height’
The current block hash value
The previous block hash value
The Merkle tree root hash
A timestamp
The size of the block
A list of transactions within the block

The generated hash is stored in a data structure called
‘Merkle tree’ instead of the header of the block. The hash
values of the gathered data are combined by the Merkle
tree until there is a singular root, called ‘Merkle tree root
hash’. The presence of transactions within blocks and
their summary can be efficiently verified by means of the
aforementioned root. In addition, this data structure enables
the system to detect any changes to the underlying data,
therefore assuring that the data sent through the network
is valid. Figure 3 shows an example of a Merkle tree:

•

The bottom row shows the transaction data, i.e.,
the data to be summarised in the blockchain.

•

The second row from the bottom represents
the hashing process.

•

The resulting hashed data is then combined and hashed.
This is shown in the third row starting from the bottom.

•

The top row represents the root hash, which hashes
and combines H4 with H5. The root hash is created
from the set of hashes containing all previous
combinations and hashes.
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Figure 3. Merkle tree

Blockchain processes
In most blockchain platforms, the nodes of the blockchain
network are owned by different organisations. The nodes
may communicate with each other to agree on ledger
content, and no central authority is required for both
coordination and validation of all transactions.
Several algorithms have been proposed to solve the
problem of reaching the agreement between nodes, i.e., the
consensus. The blockchain receives transaction requests,
which are submitted by users, to perform the operation
it has been designed for. As a result of the execution of such
a transaction, one or more ledgers store a record of the
transaction which will never be modified or deleted. With
this process, the immutability of the blockchain is achieved.

Blockchain security
Blockchain platforms are network environments where
transaction data and parameters (value, state) are
close to business logic. Blockchain transactions are
mainly based on cryptographic and other mathematical
models implemented for trading partners. The most
popular cryptographic methodology used for blockchain
transactions and data is asymmetric-key cryptography
(Stallings, 1990) (also referred to as public/privatekey cryptography). In this model, there is a pair of keys
–a public key and a private key – used for signing the
transactions and verifying the signatures in the following
way (Bozic et al., 2016):

•

Private key is used to generate transaction
digital signatures.
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•

Public key is used to verify the signature generated
with private key.

The public key may be made known to many users without
affecting the security of the whole transaction. The private
key, on the other hand, must be made known just to the
key owner. Asymmetric cryptography guarantees that
private key cannot be determined based on the knowledge
of the public key.

Integration of blockchain with cloud environments
Cloud computing (Wang et al.) assembles large networks
of virtualized services: hardware resources (CPU, storage,
and network) and software resources (databases, messagequeuing systems, monitoring systems, load-balancers). In the
industry, these services are referred to as ‘Infrastructure
as a Service’ (IaaS), ‘Platform as a Service (PaaS)’, and
‘Software as a Service’ (SaaS). Cloud computing services are
hosted in large data centres, often referred to as ‘data farms’.
Based on resource and data management and the related
security and privacy issue, we can distinguish three main
types of cloud platforms: (i) public cloud, (ii) private cloud,
and (ii) hybrid cloud. Public clouds offer unlimited access
to shared data and resources for a wide group of users, but
there is no guarantee that users’ data will be protected.
Access to resources and data in private clouds is restricted
and each user must be validated through strong authorisation
and authentication procedures. Private cloud clusters are
usually owned by enterprises and work under specific
cloud standards. Hybrid clouds seem to be an ideal model
of integration of the many private clouds into a joint global

VOLUME 4 (2018) ISSUE 2

infrastructure. Such integration is done through the upperlevel public layer. The main problem with that model

Cloud support for blockchain transactions and data
– challenges and requirements

is to reach an agreement among private cloud providers
to work under a unified public cloud standard. Therefore,

The number of transactions in blockchain networks can

the ‘many cloud model’, where the distributed private cloud

be enormous. The large volumes of generated data need

clusters are connected by using the standard P2P network

scalable data processing services. Elasticity and scalability

(see Figure 4), is a much more realistic scenario.

are some of the most important functionalities of the
cloud systems to provide on-demand cloud resources for
dynamically changing workload.
Public clouds can offer a large-scale network of resources
available for the customers who pay only for the utilised
ones. Private clouds usually need to be optimised for
handling large data sets.
From the security perspective, cloud systems can effectively
hide the physical location of data. Tuning activities
can be carried out continuously with minimal impact
on deployed applications, which is crucial for an efficient
implementation of most of the blockchain algorithms. Any
blockchain system must take into account data sovereignty

Figure 4. P2P-based ‘Many clouds’ architecture

rules and store and process data only in the locations
permitted by the regulations. It means that the cloud service

It can be observed that a similar model works for the

provider allows their customers to have control over the

blockchain network, which was the first reason for trying

locations in which their data is stored and processed.

to integrate both environments in order to improve the
security policies in global clouds.

Another important issue regarding blockchain networks
is system resilience and fault tolerance. It means that

There are two main methods of integration of the cloud

a failure of any single node in the blockchain network should

with blockchain platforms:

not affect the work of the whole system. Cloud services help
in such cases through the replication of data stored in data

1.

Using cloud for the development of blockchain

centres and the use of multiple software applications.

applications and supporting the integration with

2.

enterprise networks (private clouds) to facilitate

Finally, the implementation of blockchain algorithms

storage, replication and access to transactional data;

in clouds may improve the security of the blockchain

Using blockchain methods to improve the security

system itself. Software can be centrally maintained

of task, user and data management in the clouds.

in a distributed cloud environment with data stored
on a local data server. The recent examples of such

Challenges, special conditions and main problems related

successful integration of the blockchain with cloud

to data and users’ privacy, along with the recent ideas and

platforms are Oracle Blockchain Cloud Service project

developments are briefly discussed in the section below.

(Oracle, 2017) and iEx.ec project (iEx.ec, 2018).
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Blockchain support for the cloud users, task and
data management – new ideas

The new concept that we propose is to use blockchain

The most recent technological developments and

most important research topic in today’s cloud and fog

anonymization of the user’s information and data in the

computing. We believe that the new blockchain-based

cloud environments are inspired by blockchain technologies

scheduling model will allow us to overcome the problem

(Bozic et al., 2016). Blockchain seems to be a promising

related to the implementation of the existing models in the

methodology for ensuring anonymity in large-scale clouds,

real-life scenarios (Kołodziej et al., 2014).

algorithms for monitoring the execution of the securityaware task scheduling in the cloud, which is one of the

an electronic wallet for user anonymity (Park and Park,
2017). Such an electronic wallet is installed when using
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Another new idea is to use blockchain proof of concept
algorithms for secure data and task scheduling in the
cloud. For example, the ‘many clouds’ model is used for
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Each node in that P2P network corresponds to the cloud
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Conclusions
Blockchain is a popular financial technology, which uses
ICT environments for virtual financial transactions using
cryptocurrencies (e.g. Bitcoin). Blockchain customers store
their transaction records in the blockchain P2P network,
which effectively utilises the computing resources of its
peers. A proof of work and a proof of stake are blockchain
consensus algorithms that are used to improve the security
of blockchain transactions.
In this paper, we briefly discussed the benefits of integrating
the blockchain network with the elastic, scalable cloud
environment in order to enhance the trustfulness of data
servers and the security of data and user management. We also
identified the challenges posed by this integration process.
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